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Microsoft Teams Alert

Security researchers discovered
a flaw within Microsoft Teams
that allows hackers to extract an
account authentication token
extremely easily.

While the style of attack isn’t
unique, hackers are known for
using this kind of technique to
bypass 2-factor authentication,
masquerade as legitimate users,
and steal information from
organizations.

I am available if you would like
to discuss more details,
including what we can do to
prevent these kinds of attacks
from happening.
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What Makes A Strong Password?
And Why Do I Need One?

Think about some of your private
accounts right now. Chances are
that you have an e-mail, social
media accounts, bank account and
more that are all password-
protected. Do you share passwords
across different accounts, and are
your passwords strong enough to
keep cybercriminals away from
your private information? If not, it
might be time to evaluate.

Passwords offer the first line of
defense when someone tries to
access your sensitive information.
Without passwords, anyone could
gain access to your social media
account, which could provide them
with personal information that
could harm you. Even worse, bank
accounts would be easily accessible
to cybercriminals who are hoping
to rob you of your funds.

While many personal accounts are
password-protected, your business
accounts also need to be properly
secured. But this doesn’t just
exclusively apply to you - it

needs to be understood on a
company-wide level. Every
employee needs to use passwords
to keep sensitive business
information secure. Think about
the damage a cybercriminal could
do to your business if they gained
access. They would permanently
damage your company’s
reputation while also putting your
employees” and customers’ private
information at risk.

However, it’s not enough to simply
put a password in place. The
passwords you choose need to be
complex. But what makes a
password complex? A complex
password will utilize a mix of
Continued on pg.2
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uppercase and lowercase letters, numbers,
punctuation and special characters. Additionally,
your password should not be related to any personal
information, nor should you use dictionary words.
Your password should be incredibly difficult for
someone to guess, even if they know you well, but
you also need to ensure that your password is
something you can remember.

In addition to that, even with a complex password,
it’s likely still not enough protection. Each of your
accounts and devices should have a unique
password that hasn’t been used anywhere else. If
you use the same password across all accounts and
devices, you're opening yourself up to a pretty
extreme cyber-attack if one of your accounts is
compromised. All a cybercriminal needs to do is
hack your Facebook page, and they will have the
password for your bank accounts and e-mail.

You might think that it'd be impossible to remember
so many different complex passwords, but software

“Each of your accounts
and devices should have
a unique password that
hasn’t been used
anywhere else.”

is available that can help. The best way to keep
track of your passwords is to use a password
manager. With a password manager, you only have
to remember one master password, and the
software keeps track of the rest. It will even help
you create complex passwords for your different
accounts to ensure that your information is as
protected as possible.

If you oversee a team of employees, then it’s vital
that they understand why creating strong
passwords is so important. Your team should have
trainings on cyber security practices, including
information on creating passwords. If just one
employee fails to create a complex and unique
password, it could open you up to a cyber-attack.

Creating strong passwords does not have to be
difficult. If you're struggling to remember or create
strong passwords, use a password manager. Strong
passwords will help keep your sensitive
information protected.

Help Us Out And We'll Give You A Brand-New
Kindle Fire For Your Trouble

month of October.

We love having you as a customer and, quite honestly, wish we had more like you! So,
instead of just wishing, we’ve decided to hold a special “refer a friend” event during the

Simply refer any company with 10 or more computers to our office to receive a FREE
computer network assessment (a $397 value). Once we’ve completed our initial appointment
with your referral, we'll rush YOU a free Kindle Fire of your choice as a thank-you (or
donate $100 to your favorite charity ... your choice!).

Simply call us at 726-842-8702 or e-mail us at

cybersecurity.help@secureerpinc.com with your referral’s name & contact information today!
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Cybersecurity TIPs

If you're using Dropbox,
OneDrive, Google Drive or other
consumer-grade file sync and
sharing cloud applications, listen
up! These applications pose a
huge threat to your company
because company data can be
spread far and wide without
central oversight of what
information is being shared with
whom. Further, over 7 MILLION
Dropbox accounts have been
hacked, giving cybercriminals a
path into those companies'
network.

Per the FBI, 61% of
breaches involve
compromised credentials
(email & passwords)

This is even MORE important if
your company has access to
and/or stores financial, medical
or other sensitive data. Using file
-sharing applications like these
(unencrypted) are a clear and
direct violation of data breach
and compliance laws. Bottom
line, DON'T USE THEM FOR
COMPANY DATA and use only
company-approved, business-
grade file-sharing applications.

TIP: Ask for a HIPAA Business
Associate Agreement (BAA)
even if your company isn't
subject to HIPAA. Generally, the
consumer grade offers won't
provide a BAA. | know what that
tells me, RUN AWAY —R?

Holding Your Team
Accountable
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Leaders often fail to hold their team
accountable. During research for our book,
Powerscore, we found that only 8% of leaders
are good at holding people accountable. One of
the main reasons that leaders fail in this area is

that when it’s done wrong, it makes things
more difficult for everyone.

Here's an example: I was giving a keynote speech
at a Fortune conference a few years back and
asked the audience, “How many of you have
goals for your teams that are written down?”
Only 10% raised their hands. Failure to write
down goals opens up the door to confusion. It
becomes nearly impossible to hold someone
accountable for delivering a result when you
have failed to articulate what you're looking for.

In order to hold your team accountable, you
need to be specific with goals and use numbers
that others provide to measure performance.
When I was still a young CEO with ghSMART,
I struggled to hold a consultant accountable.
She was brilliant and had great technical skills
but failed to call clients proactively and didn’t
follow up with them. Many clients did not ask
for her to come back as their trusted advisor.

I called her into my office and told her that she
needed to work on her client relationships. She

disagreed and stated that her clients loved
her work. I said, “Well, one client told me
that although he values your work, he feels
you treat him like ‘processed cheese” and
that you rush to finish projects with him
and then you move on to your next client
project.” She said that her work spoke for
itself, and the meeting abruptly ended.

This was a huge failure on my part as I
failed to set specific, mutually agreed
upon goals and used vague wording. I
talked about this with a mentor, and he
said, “Make sure you have clear goals,
in writing, so your consultants know
what ‘great’ looks like. Then have
somebody other than you collect data
on their performance. Then you can sit
down as a coach to review their results
vs. their goals.”

It was great advice that [ immediately put
into practice. When you properly hold
people accountable, high performers will
know they are performing, and they will
keep doing what they are doing. And lower
performers will know they are not
performing well, long before anybody has to
sit them down to have a conversation.

Dr. Geoff Smart is chairman & founder of ghSMART, a leadership consulting firm that
| exists to help leaders amplify their positive impact on the world. Dr. Smart and his firm
have published multiple New York Times bestsellers. He stays active in his community
and has advised many government officials.

Our passion is your cyber protection, worry free tech is what we deliver.

www.secureerpinc.com * (726) 842-8702



Cyber Times, a monthly publication from Secure ERP, Inc.

October 2022

Leave An Impression
On Your Employees And
Customers With The Proper
Gratitude

How many times do you
thank people every day?
When a customer buys a
product or service from you,
you probably say, “Thanks
for shopping with us. Please
come again!” When a team
member completes a task or
helps out in any way, you
probably also thank them.
But are your thanks to
customers and coworkers
being received as well as you
hope? In a time when

competitors are right down the

street and employees are

looking for a company culture
that suits their needs, gratitude

becomes ever more critical.

It’s essential that you work on

your thanking skills so your

gratitude is well received.

You can do three things when

thanking someone to make

sure your appreciation leaves

an impression: always use
their name so that they feel
personally acknowledged,
include what you are

specifically thanking someone

for and thank people as soon

as possible. When your thanks
are personalized, specific, and
prompt, they mean much more

to the person receiving them.

Make Your Meetings
More Productive

You're probably in meetings

every day if you're a business
yaayiuy

owner. They can quickly
become time-consuming; if
there is not a solid plan

beforehand. If you are always

leading meetings, here are a
few things you can do to

"Hello, tech support?"

ensure they are as productive
as possible.

Invite only the

necessary individuals

and teams to the meeting.
There’s no point in having
every employee attend
every meeting.

Create an agenda to keep
your meeting from coming
off the rails. Send the
agenda to the relevant
people before the meeting
and make it conversational
with a step-by-step plan.

Set a start and end time to
keep your day on track.
This will tell your
employees that you believe
their time is valuable.

Set the time for the meeting
when everyone will be alert
and ready to discuss the
topic at hand. Also, utilize a
note keeper so your team
can reflect later on what
was discussed in case they
miss something.

Set deadlines and create an
action plan for your team
during the meeting. This
sets up accountability so
you can ensure everyone
will pay attention and play
their part.
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